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Top Stories 

• Two women were killed and several others were injured after a tour bus overturned on 
Delaware Route 1 in New Castle as it was going through a curve on an off-ramp September 
21. - Associated Press (See item 11) 

• One man was killed and 2 others were injured in a shooting September 20 between 2 rival 
motorcycle gangs that prompted the 15-hour closure of the 15 Freeway near Corona, 
California, while authorities investigated. - KTLA 5 Los Angeles (See item 12) 

• Approximately 460,000 gallons of sewage leaked into White Oak Creek near Clayton in 
North Carolina after a private contractor allegedly damaged the municipal sewer line. - 
Raleigh News & Observer (See item 26) 

• Viator representatives confirmed September 19 that its network was breached and the 
encrypted personal and financial information of about 1.4 million customers may have 
been compromised. - Help Net Security (See item 36) 
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Energy Sector 



1 . September 22, Lancaster Intelligencer Journal/Lancaster New Era - (Pennsylvania) 

Cause of 3-alarm fire at Burle electrical substation still unknown. A 3-alarm fire at 
a Burle Industries-owned electrical power station in Lancaster prompted the evacuation 
of the facility and surrounding buildings while fire crews contained and put out the fire 
September 21. Authorities are investigating the cause of the explosion that left an 
estimated $25,000 in damage. 

Source: http://lancasteronline.com/news/local/cause-of— alarm- fire-at-burle-electrical- 
substat ion-still/article a91 50970-4 lcd-1 Ie4-8f8a-001a4bcf6878.html 

2. September 21, August Chronicle - (Georgia) 128 gas pumps in Augusta area cited 
for defects in past 5 years. A Georgia Department of Agriculture inspection report 
determined that 128 gas station pumps throughout Richmond, Columbia, Burke, and 
McDuffie counties were cited for violations ranging from leaky hoses to faulty 
dispensers from 2010 to 2014. Over 73 pumps were shut down region- wide since 2010 
due to the defects. 

Source: http://chronicle.augusta.com/latest-news/2014-09-2Q/128-gas-pumps-augusta- 
area-cited-defects-last-5-years 

3. September 19, Associated Press - (North Dakota) 20 barrels of oil, 5 barrels of brine 
spill in Burke County at oil well owned by Oasis. All but 2 barrels of oil were 
recovered after about 20 barrels of oil and 5 barrels of brine spilled in Burke County 
due to an equipment failure at an Oasis Petroleum-owned oil well. Authorities reported 
to the site to inspect the affected wheat field and wetland. 

Source: 

http://www.tribtown.com/view/story/25edcelb6d004374924e89ab8d2b5flb/ND— Oil- 
Spill 

For another story, see item 15 
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Chemical Industry Sector 

4. September 20, WTRF 7 Wheeling - (West Virginia) Workers hospitalized following 
chemical exposure at Marshall County facility. Four workers at the Axiall Natrium 
facility in Marshall County suffered injuries after they were exposed to a caustic soda 
solution while performing a maintenance operation at the company’s plant September 
19. 

Source: http://www.wtrf.com/storv/26580983/four-workers-burned-in-chemical- 
accident-at-marshall-county-facility 

For another story, see item 18 
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Nuclear Reactors, Materials, and Waste Sector 



Nothing to report 
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Critical Manufacturing Sector 

5. September 20, Detroit News - (International) Chrysler recalls 230,000 SUVs for fuel 
pump issue. Chrysler Group LLC announced a recall for 230,760 model year 2011 
Jeep Grand Cherokee and Dodge Durango vehicles, including an estimated 188,723 in 
the U.S., due to the potential for the fuel pump to fail which could cause the vehicles to 
fail to start, to stall, or could result in the fuel pump staying energized after shutdown. 
Source: 

http://www.detroitnews.com/storv/business/autos/chrvsler/2014/09/20/chrysler-recalls- 
suvs-fuel-pump-issue/1 5952859/ 

6. September 20, Detroit News - (International) GM recalls 221,000 cars for braking 
problem. General Motors Co., announced a recall September 20 for 221,000 model 
year 2013-2015 Cadillac XTS and model year 2014-2015 Chevrolet Impala vehicles, 
205,000 of which are in the U.S., due to the potential for the vehicles’ electronic 
parking brake’s piston actuation arm to fail to fully retract, which could cause the brake 
pads to remain partially engaged to the rotors resulting in excessive heat and poor 
performance. 

Source: http://www.detroitnews.com/story/business/autos/general- 
motors/2014/09/20/gm-recalls-cars-braking-problem/l 5950569/ 

7. September 19, Associated Press - (Texas) 8 employees, 1 other charged in theft of 
diesel injectors from Texas Caterpillar plant. Police in Seguin arrested 8 Caterpillar 
employees and one other individual September 19 for allegedly stealing 107 diesel 
injectors worth at least $160,000 from a Texas Caterpillar plant. Police and Texas 
Rangers stated that the suspects allegedly started stealing equipment from the plant in 
July. 

Source: http://www.foxnews.com/us/2014/09/19/8-employees-l-other-charged-in-theft- 
diesel-injectors-from-texas-caterpillar/ 
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Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

8. September 20, San Gabriel Valley Tribune - (California) ‘Cold Blooded Bandit’ is 
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responsible for Whittier bank heist, FBI says. The FBI asked for the public’s help in 
identifying a suspect known as the “Cold Blooded Bandit” after determining that the 
suspect was responsible for the September 17 robbery of a Whittier Union Bank branch 
located in a Ralphs grocery store, the third bank robbery linked to the suspect. 

Source: http://www.whittierdailynews.com/general-news/20140919/cold-blooded- 
bandit-is-responsible-for-whittier-bank-heist-fbi-says 

9. September 19, Reuters - (National) U.S judge awards $40.7 million in SEC case over 
bitcoin Ponzi scheme. A federal judge ruled September 18 that a Texas man who 
operated Bitcoin Savings and Trust operated a Ponzi scheme that defrauded investors 
and ordered the man to pay $40.7 million following U.S. Securities and Exchange 
Commission charges of investment fraud. The scheme raised investments using the 
Bitcoin virtual currency between February 2011 and August 2012 on the promise of 
weekly returns but the funds were instead used for the owner’s personal expenses. 
Source: http://www.reuters.com/article/2014/Q9/19/us-sec-bitcoin-fraud- 
idUSKBN0HElZ820140919 

10. September 19, U.S. Securities and Exchange Commission - (New York) SEC charges 
Brooklyn man for facilitating insider trading scheme via post-it notes at Grand 
Central Terminal. The U.S. Securities and Exchange Commission charged a Brooklyn 
man September 19 for allegedly serving as a middleman to facilitate a $5.6 million 
insider trading scheme. The man allegedly conveyed information between a law firm 
managing clerk and a stockbroker in order to trade on nonpublic information for the 
benefit of the three parties. 

Source: http://www.sec.gov/News/PressRelease/Detail/PressRelease/1370542993471 
For another story, see item 36 
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Transportation Systems Sector 

11. September 22, Associated Press - (Delaware) Del. authorities: Bus overturns, 2 
dead, injuries. Two women were killed and several others were injured after a bus on a 
3-day sightseeing tour from New York to Washington, D.C., overturned on Delaware 
Route 1 in New Castle as it was going through a curve on an off-ramp September 21. 
No other vehicles were involved and authorities are investigating the accident. 

Source: http://news.msn.com/us/del-authorities-bus-overtums-2-dead-iniuries 

12. September 21, KTLA 5 Los Angeles - (California) 1 dead, 2 injured in 15 Freeway 
shooting reportedly involving motorcycle gangs. One man was killed and 2 others 
were injured in a shooting September 20 between 2 rival motorcycle gangs that 
prompted the 15 -hour closure of the 15 Freeway near Corona while authorities 
investigated. 

Source: http://ktla.com/2014/09/21/l-dead-2-iniured-in-shooting-on-15-freeway-near- 
corona / 
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13. September 21, KTVZ 21 Bend - (California) Powell Butte man killed in Calif, big- 
rigs crash. One man was killed and 3 people were injured in an accident involving 2 
semi-trucks September 1 9 on Highway 299 near Round Mountain which prompted the 
closure of the highway for 9 hours as crews worked to clean up a fuel spill that leaked 
as a result of the accident. 

Source: http://www.ktvz.com/news/powell-butte-man-killed-in-calif-bigrigs- 
crash/28 182224 

14. September 21, USA Today; Associated Press - (California) Southwest flight makes 
emergency landing at LAX. A Southwest Airlines flight from Sacramento diverted to 
Los Angeles International Airport for its longer runway and maintenance base in an 
emergency landing after its wing flaps malfunctioned September 20. The plane landed 
safely and none of the 81 passengers on board were injured. 

Source: http://www.usatodav.com/storv/news/nation-now/2014/09/21/southwest-flight- 
emergency-landing-lax/16012545/ 

15. September 20, Kennewick Tri-City Herald - (Washington) Train diesel spill south of 
Pasco contained. Between 2,000 to 2,500 gallons of diesel fuel spilled September 19 
when a BNSF Railway train hit a rock in the center of the track near Pasco causing the 
line to close for nearly 4 hours while crews worked to clean up the contained a fuel and 
clear the site. 

Source: http://blogs.seattletimes.com/today/2014/09/train-diesel-spill-south-of-pasco- 
contained/ 

16. September 19, U-T San Diego - (California) North 1-15 reopening after tanker 
overturned. About 2,200 gallons of fuel spilled onto Interstate 15 near Sabre Springs 
in San Diego after a truck and one of two tankers it was hauling overturned September 
18 forcing the closure of northbound lanes for about 9 hours while HAZMAT crews 
cleaned up the fuel. 

Source: http://www.utsandiego.com/news/2014/sep/18/fuel-tanker-overtums-interstate- 
1 5-state -route-56/ 

17. September 18, WESH 2 Daytona Beach - (Florida) Police: Man caught trying to hide 
in wheel well of plane at OIA. A man was arrested and charged September 18 after he 
breached the fence at Orlando International Airport in Florida and hid in the wheel well 
of a parked JetBlue plane in an attempt to get to New York. 

Source: http://www.wesh.com/news/man-found-on-tarmac-detained-at-oia-fbi- 
investigating/28 124528 
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Food and Agriculture Sector 

18. September 21, Sarasota Herald-Tribune - (Florida) Fire damages Sarasota fertilizer 
plant. Welding work sparked a fire inside a chemical mixing machine at the Florikan 
fertilizer plant in Sarasota County September 21. Firefighters opened mechanical 
hatches on the roof of the structure to ventilate the building that was filled with smoke. 
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Source: 

http://www.heraldtribune.com/article/20140921/BREAKING/140929961/2055/NEWS 

?Title=NEW-Firefighters-response-to-chemical-fire-at-Sarasota-fertilizer-plant 

19. September 21, Associated Press - (New York) Sheriff: Farm worker dies in hay 
baling accident. A worker on an Alexander, New York farm was killed September 20 
after he became trapped in a hay baling machine while trying to fix a mechanical issue 
with the piece of equipment. 

Source: http://www.cbs6albanv.com/news/features/top-story/stories/sheriff-farm- 
worker-dies-hay-baling-accident- 1 9573 .shtml 

20. September 20, U.S. Food and Drug Administration - (National) Mars Chocolate 
North America issues allergy alert voluntary recall on undeclared peanut butter in 
M&M’s Brand Milk Chocolate Theater Box. Mars Chocolate North America issued 
a voluntary recall September 19 for certain lots of its M&M’s Brand Milk Chocolate 
Theater Box candies due to misbranding and undeclared peanut butter on the product’s 
external packaging. The product was sold in 3.40-ounce boxes and distributed 
nationwide. 

Source: http://www.fda.gov/Safetv/Recalls/ucm415489.htm 

21. September 19, Lima News - (Ohio) Two welders in stable condition following Celina 
explosion. Two contractors were injured September 19 when an arc from their welding 
work ignited grain dust that was created by the transfer of animal feed, and sparked two 
explosions at a Mercer Landmark facility in Celina. The explosions caused at least 
$100,000 in damage to a grain bin portion of the facility. 

Source: http://www.limaohio.com/news/news/50345282/Two-welders-in-stable- 
condition-following-Celina-explosion 

22. September 19, Washington Missourian - (Missouri) Crews respond to grain bin fire 
at Straatmann Feed. Firefighters and local farmers used grain vacuums and other 
equipment to remove 1,500 bushels of corn from a grain bin at the Straatmann Feed 
facility in Labadie, Missouri September 18 after a fire broke near the dryer area in the 
bottom of the bin due to a mechanical issue. The fire was contained and extinguished, 
and no injuries were reported. 

Source: http://www.emissourian.com/local news/county/crews-respond-to-grain-bin- 
fire-at-straatmann-feed/article b8 1 22e0e-4023- 1 1 e4-88e7 -bf5fc 1 294fb5 .html 
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Water and Wastewater Systems Sector 

23. September 22, WSJV 28 Elkhart - (Indiana) Boil water advisory issued for Etna 
Green. A boil water advisory was issued for residents in Etna Green in Kosciusko 
County September 22 through September 24 due to a drop in water pressure following 
a power outage during maintenance work on a water tower. 

Source: http://www.fox28.com/storv/26593777/2014/09/22/boil-water-advisory-issued- 
for-etna- green 
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24. September 20, Albuquerque Journal - (New Mexico) Water main breaks in Taos. 
Water service was restored to the town of Taos in New Mexico September 19 after a 
water main broke September 18 and left a portion of the town without water for 18 
hours forcing some business, government offices, and schools to close. 

Source: http://www.abqiournal.com/465499/news/water-main-breaks-in-taos.html 

25. September 19, Orange County Register - (California) Part of Huntington Harbor 
closed by sewage spill. The Orange County Health Care Agency announced September 
19 that Sunset Aquatic Marina and the Portofino Cove Marina in Huntington Harbour 
were temporarily closed to swimming and diving until further notice due to a sewage 
spill. 

Source: http://www.ocregister.com/articles/closed-635777-sewage-care.html 

26. September 18, Raleigh News & Observer - (North Carolina) Broken pipe leaks 
460,000 gallons of sewage into creek near Clayton. Approximately 460,000 gallons 
of sewage leaked into White Oak Creek near Clayton in Johnston County after a private 
contractor allegedly damaged the municipal sewer line. County officials learned of the 
spill September 17 and repaired the damaged line while they continue to monitor the 
water levels. 

Source: http://www.newsobserver.com/2014/09/18/4161297 broken-pipe-leaks- 
460000-gallons .html 



T Return to top ] 



Healthcare and Public Health Sector 

27. September 19, KVIA 7 El Paso - (Texas) More than 700 patients and 40 employees 
exposed to employee with active case of tuberculosis at West El Paso hospital. 
Providence Memorial Hospital in El Paso notified 706 patients and 43 employees after 
they were exposed to an employee with an active case of tuberculosis between 
September 2013 and August 2014. The employee was diagnosed August 25 and 
removed from duty. 

Source: http://www.kvia.com/news/more-than-700-patients-and-40-employees- 
exposed-to-employee-with-active-case-of-tuberculosis-at-west-el-paso- 
hosipital/28 1 50022 
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Government Facilities Sector 

28. September 22, Associated Press - (Washington, D.C.) Accused White House intruder 
to appear in court. A Texas man was charged after allegedly scaling the White House 
perimeter fence, running across the lawn, and entering the Washington, D.C. building 
September 19 before being apprehended by U.S. Secret Service guards. 

Source: http://news.msn.com/crime-iustice/accused-white-house-intruder-to-appear-in- 
court 
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29. September 22, Los Angeles Times - (California) Break in weather aids fight against 
massive King fire. Fire crews reached 17 percent containment September 22 of the 
82,000-acre King Fire burning in the Eldorado National Forest in California. At least 
10 homes and 22 other structures have been destroyed while an estimated 21,000 
homes and structures remain threatened. 

Source: http://www.latimes.com/local/lanow/la-me-ln-king-fire-california-weather- 
20140922-story.html 

For another story, see item 24 
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Emergency Services Sector 

30. September 21, Associated Press - (California) California authorities capture 5th jail 
escapee. Police recaptured 4 inmates September 20 who escaped from a Madera 
County Department of Corrections-run facility in California September 19. A fifth 
inmate was captured September 21 after authorities received an anonymous tip. 

Source: http ://news.msn. com/crime- j ustice/c alifornia- authorities -c apt ure- 5 th- j ail- 
escapee 

31. September 19, WDTV 5 Weston - (West Virginia) 911 service disrupted for Preston 
County residents. The Preston County Office of Emergency Management reported 
that landline 9-1-1 service for customers in the 379 exchange was disrupted for 
approximately 15 hours September 19-20 due to an issue with a fiber optic line used by 
Frontier Communications. 

Source: http://www.wdtv.com/wdtv.cfm?func=view&section=5-News&item=911- 
Service-Disrupted-for-Preston-County-Residents- 1 8259 
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Information Technology Sector 

32. September 22, Softpedia - (International) Hackers target Destiny and Call of Duty 
servers with DDoS attack. Several servers for online games Destiny and Call of Duty: 
Ghost went down during the weekend of September 20 due to a distributed denial of 
service (DDoS) attack that affected PlayStation and Xbox users. Attackers claiming 
affiliation with the Lizard Squad group claimed responsibility for the attacks. 

Source: http://news.softpedia.com/news/Hackers-Target-Destiny-and-Call-of-Dutv- 
Servers- with-DDoS - Attack-45 9494 . shtml 

33. September 22, The Register - (International) Exercise- tracking app not QUITE fit 
for purpose. A researcher identified and reported a direct object reference vulnerability 
in the MyFitnessPal app that allowed users’ personal information, including location 
and dates of birth, to be accessed by any user. The vulnerability was closed 2 days after 
being reported. 

Source: 
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http://www.theregister.co.uk/2014/09/22/exercise tracking app not quite fit for purp 
ose/ 



34. September 22, Securityweek - (International) Yahoo fixes RCE flaw leading to root 
server access. A researcher identified and reported a series of vulnerabilities in a 
Yahoo domain which led to a remote code execution vulnerability that was leveraged to 
gain root access to a Yahoo server. The vulnerability was reported September 5 and 
closed September 7. 

Source: http://www.securitvweek.com/vahoo-fixes-rce-flaw-leading-root-server-access 

Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 
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Communications Sector 

35. September 22, Tulsa World - (Oklahoma) Phone, fax service at Tulsa World 

disrupted Sunday. Telephone and fax services were restored at the Tulsa World after a 
5-hour September 21 due to a fault breaker. 

Source: http://www.tulsaworld.com/homepagelatest/phone-fax-service-at-tulsa-world- 
disrupted- sunday/article 2e6c6dce-f901-5e35-b0dl-eada23b5478e.html 
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Commercial Facilities Sector 

36. September 22, Help Net Security - (International) Payment card info of 880k Viator 
customers compromised. Viator representatives confirmed September 19 that the 
company was made aware September 2 that its network was breached and the 
encrypted personal and financial information of about 1 .4 million customers may have 
been compromised. Customers were advised to update their Viator online account 
information, including passwords. 

Source: http://www.net-security.org/secworld.php?id=17391 

37. September 22, WZTV 17 Nashville - (Tennessee) Fire at Hickory Trace Apartments 
displaces 50 residents. About 50 residents were displaced by a September 21 fire that 
destroyed 18 units at the Hickory Trace Apartments in Antioch. The cause of the fire is 
under investigation. 

Source: http://foxl7.com/news/features/top-stories/stories/fire-at-hickorv-trace- 
apartments-displaces-50-residents-23628.shtml 
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38. September 22, WJAR 10 Providence; Associated Press - (Rhode Island) Providence 
club loses license temporarily. The Providence Board of Licenses ordered D’Noche 
Cafe in Providence to close and temporarily suspended its license September 22 after 
an altercation that began inside the nightclub resulted in a double-stabbing that injured 
two patrons September 21. Police arrested and charged one suspect and continue to 
search for a second person believed to be involved. 

Source: http://www.turntol0.com/storv/26588620/providence-man-arrested-following- 
sunday-moming-nightclub-stabbing 

39. September 21, KR01 92.1 FM Seabrook - (Texas) 14 families displaced by SE 
Houston apartment fire. Authorities are investigating a 2-alarm fire that tore through 
the Park Houston Apartments complex in Houston September 21 damaging the 
building and displacing 14 families. 

Source: http://news92fm.com/479612/14-families-displaced-in-se-houston-apt-fire/ 

40. September 21, Dayton Daily News - (Ohio) $1 million apartment fire blamed on 
cigarette. The Ohio Fire Marshal’s Office reported September 21 that an improperly 
discarded cigarette was likely the source of an August 19 fire that broke out inside a 
building at the Stonebridge Apartment Homes complex in Beavercreek and displaced 
about 50 residents. Damage from the blaze is estimated at nearly $1 million. 

Source: http://www.norwalkreflector.com/article/4943706 

41. September 21, WCAU 10 Philadelphia - (Pennsylvania) 2 dead, 2 injured in night 
club shooting overnight. Two individuals were killed and 2 others injured during a 
shooting at an after-hours nightclub in the Fern Rock neighborhood of Philadelphia 
September 21. Police are investigating the incident which they believe may be related 
to motorcycle club rivalries. 

Source: http://www.nbcphiladelphia.com/news/local/2-Dead-2-Iniured-in-Ovemight- 
Shooting-at-Day-Care-Facility-275922 111 .html 

42. September 18, WBOC 16 Salisbury - (Maryland) OC hotel closes after two 
vacationers contract Legionnaires' disease. The Econo Lodge Oceanblock hotel in 
Ocean City closed early for the season September 21 after testing by the Worcester 
County Health department revealed a low level of Legionella bacteria in the hotel’s 
water supply, which was likely the source of two cases of Legionnaires’ disease among 
guests. Health officials will continue testing the water supply, while hotel staff worked 
to treat the bacteria from its water pipes. 

Source: http://www.wboc.com/storv/26571008/oc-hotel-closes-after-two-vacationers- 
contract-legionnaires-disease 

For another story, see item 24 
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Dams Sector 

43. September 19, Shelby Star - (North Carolina) Kings Mountain approves $175,000 in 



- 10 - 



repairs for Moss Lake Dam. Kings Mountain city officials approved $175,000 in 
repairs for Moss Lake dam September 17 after authorities noticed discolored water 
draining into the pond due to an old pipe. 

Source: http://www.shelbvstar.com/news/local/kings-mountain-approves-175-000-in- 
repairs-for-moss-lake-dam- 1 .375234 

44. September 18, Petoskey News-Review - (Michigan) Dam failure at Emmett County 
lake results in drawdown. The O’Neal Lake dam in northern Emmett County will be 
drawn down for safety inspections and further investigation following a dam failure 
September 7 due to heavy rains. 

Source: http://www.petoskevnews.com/featured-pnr/dam-failure-at-emmett-county- 
lake-resuhs-in-drawdown/article 221187f5-50e6-573c-9d0a-7584a24b038b.html 
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